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It Is recoded that anything has started
with an error ...
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Fan srzdnll sich, dal allss m# sinern Eahiar im Frogrammm beganin
There is arumor saying that all began with an error in a program
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Verification & Validation AVL
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= Verification

= Purpose:

 Ensure that selected work products meet their specified
requirements.

= Validation

= Purpose:

« Demonstrate that a product or product component fulfills its
intended use when placed in its intended environment.
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Industry Standard Cost Ratio to Fix a Defect AW L
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Defects cost less to fix when detected earlier in the process

$

A

100

DEFECTS

COST 10

| | | | | > TIME

Requirements Design Implementation Test Release

e Data from Gilb, T. and Graham, D. Software Inspection. Addison-Wesley, 1993.
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The ‘Error Train’
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The Error Summation Effect
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unknown
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Source:

Mizomo, NEC, 1999
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Cost of Error Corrections AV L
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Source: Boehm
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The sooner an error can be found, the cheaper it can be corrected!
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SW Development Overview: Rule 17
(VERVAL)

AVL

OPF
OPD
MA
REQM
PP

RD
PMC
CM
PPQA
SAM
oT

Pl

DAR
RSKM
TS

IPM
VERVAL
LOCDOC
NOM
ESCAL
NUMB
TAILOR
REVIEW
TERMS
LOCSW
cus

Phase A

Phase B
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VERVAL - Policy / Scope / Purpose
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Policy

According to the Standard Software Development Process and the
Quality-, Environmental-, and Safety Manual (chapter 7) the policy
establishes the following:

» Verification of the product and intermediate work products against all

selected requirements, including customer, product, and product-
component requirements.

« Demonstrate that a product or product component fulfills its intended use

when placed in its intended environment.

Scope

All SW producing units in AVL SBU MES.

Purpose
The purpose of verification and validation is to help the development

organization build quality into the software. The software verification and
validation processes determine if development products of a given activity
conform to the requirements of that activity, and if the software satisfies the

intended use and user needs.

The strategy is to minimize deficiencies and to find them as early as possible in

the software development life cycle.
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Exercise: Process Familiarization AVL

OPF
OPD
MA
REQM
PP
RD
PMC
CM
PPQA
SAM
oT

Pl
DAR
RSKM
TS
IPM
VERVAL
LOCDOC
NOM
ESCAL
NUMB
TAILOR
REVIEW
TERMS
LOCSW
cus

= Method: Plenum

=  Timing: 10

=  Form: Brainstorming and discussion

= Documents: none

= Deliverable: Documentation on flipchart (Trainer)

=  Questions:
I.  What are you experiences with Verification & Validation?
Il. What worked well in the past? '
lll. What did not work so well?
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Exercise: Roles, Activities, Work Products AV L
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Method:
Timing:

Form:

Documents:
Deliverable:

Question:

Individual

15°

Individual elaboration

Process Rule 17; form: next foil
Filled in form

Based on your experience, the prior discussion and the

VERVAL process definition list the involved roles, the
performed activities, and the produced work products.
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Roles, Activities, Work Products
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Roles

Activities

Work Products
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VERVAL Process with Practices: VER AV L
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VERVAL Process with Practices: VAL AVIL
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MA Product Plan I
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pr PIEEEE 19 Create Master Test Plan !
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PPQA i i Review Work Product
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TS Anal . Project Work Product Plan
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VERVAL Perform verification -

LOCDOC Analyze verification results |  Defect Tracking Tool
AR S N

NOM R (defects) _ ——

ESCAL Perf. Verification; / List of findings

NUMB Analyze Verification Verification results (list of

TAILOR Results & Identify findings) Test Manager update

REVIEW Corrective Action (IBM/RayqnaI Test Manager

TERMS Record Test-results or RequisitePro)

LOCSW :

cUS Create technical perf. charts \‘{ Defect Tracking Tool
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Validation Proc. with

Establish

Validation
Procedures and
Criteria

Perform Validation
and Analyze
Validation Results

updated

Establish validation procedures
and criteria

I

Master Test Plan updated

Generate and analyze work
| products according V&V Plan
(URS-, SRS-, Review Protocol)

(criteria list)
R

\J- URS Review Protocol

* SRS Review Protocol

Generate and analyze work
products according V&V Plan
(Technical discussion protocol)

I

Technical discussion
protocol

Generate and analyze work
products according V&V Plan

presentation, Design Reviews)

(Change Request Report, Feature \

e

» Change Request Report
» Feature Presentation
* Design Review Protocol

Generate and analyze work
products according V&V Plan
(Acceptance Test report)

(3to 6)

R

N Acceptance Test Protocol
e e

Generate and analyze work
products according V&V Plan
(TryOut Record)

—» TryOut Record
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Testing and Effort
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Test management

Test planning Test control Test monitoring

User Tester /
Techn. Tester

Preparation Execution Analysis

Test environment Test system
Installation/Operation/ Design, set up and
Deinstallation maintenance
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Risk based Testing
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Focus on areas with high bug density!
Focus an bug costing a lot!
Focus on modules that are often used!

High , Impact

oF3
oF4

oF1
oF2

oF6

Low High

A

OFS oF5 Probability
oF7 oF10

oF9

v

Low

Risk based Testing

Stale Amland

5t International Conference
EuroSTAR '99,
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Non-Risk Based
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Requirement 1
Requirement 2
Requirement 3
Requirement 4
Requirement 5
Requirement 6
Requirement 7

Environments and Data Scenarios
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i (
. Test compatibility Functional Tests

OPE Test of Installation « SW-SW . Component test

» Installation procedure « SW-HW « Function test
OPD + Re Installation test . HW-HW . Application test  TeSt new system
MA » De Installation test « End user access « Verbundtest components
REQM * Test of relocation URL /Link Test °* Software
PP » Disc test ) é’ * Hardware

+ Test of fall back oo | & + Middleware
RD 22| S » Operating system
PMC ki + Database
CM Check IT security
PPQA - « Test of security access
SAM * Penetration test
oT Usability Check » Virus-/Trojan check
P  Programming » Browser parameters

Guidelines » Data security
DAR + GUI Style Guides « Security guidelines
RSKM » Architecture check
TS Test of robustness
IPM e Test of user bug
VERVAL * Test tgchnical exceptional

situations

LOCDOC * Restart /Recovery test
NOM « Availability tests
ESCAL Test of performance Test serviceability
NUMB : é?ad te:[st ) « Problem Management (Service Center)
TAILOR . M;g:iegf . Operations Management
REVIEW . test of resources * Performance Management
TERMS N * Configurations Management
LOCSW Test of usability Change Management (Service Center)
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OPF = Method: Group work

3,2'3 =  Timing: 20" group work, 15 presentation & discussion
o (comparative discussion of group results)
RDC =  Form: Group elaboration

PM

CM = Documents: Process Rule 17: VERVAL

Qiﬁ’* = Deliverable: Task description on flipchart

oT

Pl

DAR - PR

S Question:

|TPSM |.  Describe the selected task

VERVAL ‘VER_TO02: Create Master Testplan’

LocDOC using the presented description technique (=»next foil).
NOM

ESCAL

NUMB

TAILOR

REVIEW

TERMS
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OPF ID Task Name
OPD VER_TO02 | Create Master Testplan
MA
REQM | Description
nput . Output
PP P *All Work Product must have the attribute P
RD . PrOjeCt Work set to “yes” or “no” * V&V Plan Updated
zmc Product Plan « Define test-strategy, test environment « Master Testplan
« V&V Plan » Reference other relevant documents .
PPOA * Define required skills incl. its capacit * Project Work
SAM e List of available ) q ' pacity Product Plan
ot verification assign resources updated
PI techniques * reference project milestones
DAR Roles
$§KM SPL IVV Resp. for task VER_T02
IPM
VERVAL
LOCDOC ———
NOM Template:
ESCAL Template_VER_Master Testplan.dot
NUMB
TAILOR Method/Technique
REVIEW List of available verification techniques
TERMS
LOCSW
Ccus
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rocess |RUIE 17: Work Products and Templates
OPF WPId | Type Description Task Id | Resp. Link to Template
OPD VER W01 M Project Workproduct plan VER TO1 | PL-DP | Template PP Project WorkProduct Plan.xlt
MA VER_W02 M Master Testplan VER_T02 IS\E)\I/‘ Template_VER_Master_Testplan.dot
REQM VER_ W03 M Verification and Validation Plan (V & V VER_T03 SPL Template_VV_plan.dot
PP Plan) (\AY
RD VER W05 ©] Metrics chart and report VER TO06 QA n.a.
PMC VER W06 | M [ Listof findings VER_T09 | Qa | [emplate VERVAL Walkihrough_and Review._
M VER_WO07 M Records in defect tracking tool VER_TO08 SPL n.a.
PPQA Vv
SAM VER_WO08 O | Technical Performance Chart VER_T11 IS\E)\I/‘ n.a.
ot VAL _Wo01 M V&YV Plan VAL_TO01 SPL | Template_VV_plan.dot
Pl \AY
DAR VAL _W02 M URS Review Protocol VAL_TO02 QA Template_ VERVAL_Walkthrough_and_Review_
RSKM Protocol.dot or
Template TS URS SRS Review.dot
TS VAL W03 M SRS Review Protocol VAL _TO02 QA Template_ VERVAL_Walkthrough_and_Review _
IPM Protocol.dot or
VERVAL Template TS URS SRS Review.dot
LOCDOC VAL _W04 (0] Technical discussion protocol VAL_TO03 SPL | Template_VERVAL_Walkthrough_and_Review_
\AY Protocol.dot
NOM VAL W05 [ O [ Change Request Report VAL T04 | PL-DP [n.a.
ESCAL VAL W06 0 Feature Presentation VAL T04 | PL-DP |n.a.
NUMB VAL _WO07 M Design Review Protocol (3 to 6) VAL _T04 | PL-DP | Template_ PPQA_FB-MES-004-001-SQ-
TAILOR R23 Pdr*.dot
VAL _W08 M Acceptance Test Protocol VAL_TO05 SPL | Template_ VERVAL_Acceptance_Test_Protocol.
REVIEW v | dot
TERMS VAL_W09 M | TryOut Record VAL _T06 | GPM | Template VAL_FB-MES-004-016-SZT-R01_ TA-
LOCSW Certificate.dot
CuUs
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Rule 17: Concluding Discussion
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What was important for
you concerning this
Process Rule?
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Any Questions AVL
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